
A Network Management Framework for Multi-Layered Network

Survivability: An Overview
�

D. Medhi, S. Jain
�
, D. Shenoy Ramam

�
,

S. R. Thirumalasetty
�
, M. Saddi

�
, F. Summa

�

Computer Science Telecommunication � www.cstp.umkc.edu �
University of Missouri–Kansas City, USA

Abstract

We consider an interconnected network environment where one network can act
as a ‘provider’ or ‘service’ network to the ‘user’ network or a collection of ‘user’
networks. In such an environment, a major failure in a provider network can af-
fect the user networks. Very often, failure management is addressed in each in-
dividual network domain independently. In this work, we present an overview of
a loosely-coupled network management framework through the development of a
multi-layered network manager of managers concept for correlated management,
for failure cases that can not be addressed by each component network individually.

I Introduction and Motivation
In this work, we consider a multi-layered view of providing different network services. For

simplicity, consider providing the network service such as the Internet or the public switched
telephone network (PSTN). While such networks have their own routers/switches connected by
links, they may in turn use the transport network service (e.g. SONET) from another network. That
is, the links for the “upper” network where voice and Internet are provided are actually mapped to
transmission links and routes on a “lower” network.

In such a multi-layered network environment, each layer network can have independent policies
regarding routing and resource management. Thus, some important issues arise; how a failure at
the lower resource layer will affect the overall network, what is the best way for overall networks
to respond to a failure, and what functionalities are needed for the failure management.

The administration and management of such a resource-directed multi-layered communication
network involve some additional complexities in the routing and resource management strategies
during link/node failure situations. Although traditional management systems, which are designed
to manage the network of single administrative domain or of homogeneous technology, do deal
with issues related to resource management and survivability, the scope of the management in-
formation available to the domain-specific management systems is localized. For example, the
management system of a virtual private network may request an additional capacity on an over-
flowing point-to-point link. Similarly, a link failure at the physical layer may affect some of the
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virtual links of service provider networks at the layers above the physical network. Currently most
of these inter-domain issues are handled by human managers.

In this work, we propose a loosely-coupled hierarchical network management framework that
can facilitate maximal survivability of services for various failure situations in multi-layered net-
works with different administrative domains. We assume that user networks and the provider
network are not all completely controlled by the same network administration. In each of the user
network or the provider network, we assume that there is at least a domain-specific manager.

Although a reader might be tempted to equate the user network concept to customer network
management [7], they are not the same. For one, while customer network management often refers
to end-users at the customer premise equipment (CPE) end, ours is primarily on providing network
services. Further, CPE-end-based customer network management is often provided flexibility
in terms of billing capabilities but is given limited network capabilities; in this sense, current
customer network management can be classified as a passive mechanism as far as dynamics of
network services is concerned.

Throughout the last decade, the design of distributed, both hierarchical and non-hierarchical,
management systems as well as customer network management has attracted the attention of many
researchers, e.g. [1, 2, 3, 8]. While the need for inter-relating between different networks have re-
ceived some attention [4, 5], there is little work in the dynamic multi-layered network management
architecture in a multi-ownership environment. Our attempt here is to address the management
framework in this area, specifically in the context of survivability.

II Architectural Framework
In a more detailed report [6], we have illustrated examples that show the insufficiency of the

domain-specific network managers in a multi-layered network to address a certain level of co-
ordination needed for maximal possible benefits. Now imagine a network environment where
there are multiple user networks (each with it own administrative domain) that may require trans-
port network service from a provider network (or networks). In such an environment, the level
of survivability needed for each user network could be different as agreed through service level
agreements.

Our approach here is to address coordination between user networks and provider networks
through an integrated management framework for multi-layered, multi-domain networks. How-
ever, with the increase in size of the network and in number of domains, the amount of man-
agement information increases exponentially, hence implementing this integrated management
system as a distributed/hierarchical system rather than a single monolithic system is preferable.
The choice of a loosely coupled hierarchical distributed architecture is preferred over a flat dis-
tributed architecture in order to provide flexibility to each administrative domain. It should be
noted that in a fully-distributed architecture, each domain specific manager should understand the
abstraction of the management information of all other domains, whereas this is not required in a
loose-coupled management architecture.

We propose a loosely coupled hierarchical management system (see Figure 1) where there is an
intermediary that interacts with both the upper layer and the lower layer domain-specific managers.
We name such an intermediary component as the Across Layer Manager of Managers (ALMoM).
The loosely defined framework allows the possibility that ALMoM may not have control over
the internal workings (such as routing) within a specific user network. The capabilities between
the user network and the provider network can be negotiated at the time of network manager
registration through service level agreements. With ALMoM as the coordinating point, each of
the domain-specific managers exchange management information, eliminating the need for the
domain specific managers to understand the abstraction of management information of all other
domains. MIMIC Agents are the middleware between the agents on the Managed Nodes and the
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Figure 1: Loosely-Coupled Management System for Multi-Layered Networks

MIMIC Manager of the network domain. The MIMIC Metadata Manager facilitates the offering
and the discovery of services of particular types.

The overall architecture of the hierarchical management system for the multi-layered network
consists of three levels of management components. At the lowest level, technology-specific
agents act as proxies between the network nodes and the domain-specific managers at the mid-
dle level. The domain-specific managers perform the core of the management functionalities
within its administrative domain. The Across Layer Manager of Managers (ALMoM) in the
upper-most level is responsible for the inter-domain management functionalities such as surviv-
ability and resource management. The exchange of management information between ALMoM
and the domain-specific manager is also limited by these functionalities. The role of ALMoM,
in this context, can be compared to that of resource trader or broker among the various domains.
The interface of communication with management components of the lower level can be of more
than one type depending on lower level components. This interface is referred to as the vertical
interface. Similarly, the interface used for communicating with the management component of the
upper level is referred to as the horizontal interface. Each management component will interact
with more than one management components of the immediately lower level and with only one
component in the upper level. The management components in this architecture can also be seen
as service providers to the upper level components and as users of service provided by the lower
level components. The name horizontal interface is used to mean that whichever component in the
upper level wants to access the services provided by this component, say ‘M1’, it needs to use the
horizontal interface of ‘M1’. Similarly, when a management component ‘M1’ accesses the service
offered by a component ‘M2’ in the lower level, the component ‘M1’ uses the vertical interface
specific to the component ‘M2’. In other words, the horizontal interface of component ‘M2’ will
be the vertical interface of another component ‘M1’ with respect to the component ‘M2’.

Specific to the survivability mechanisms, the definition of the interface also consists of a set
of messages exchanged by ALMoM and the domain-specific managers. For example, when a
physical link fails in the provider network, the manager of the provider network sends a message to
ALMoM. Then ALMoM would determine the set of logical links affected by this failure in various
user networks at the upper layers of the network. Depending on the specific implementation
of ALMoM, ALMoM may request the current status of the provider network from its manager,
while determining the set of affected components. The ALMoM would inform the managers of
administrative domains of user networks whose logical links are affected. This will then initiate
a string of message exchanges between ALMoM and domain managers for the restoration of



affected areas. Similarly, when one of the administrative domains wants the allocated bandwidth
of one of its logical links to be increased, the domain manager will send a message to ALMoM
to that effect. ALMoM would then determine whether the request can be served. Depending
on this determination, ALMoM will initiate a string of message exchanges with domain-specific
managers.

Another important aspect of this architecture is that the level of relationship and interaction
with ALMoM can be different from one domain-specific manager to another. We envision that
each user network may require different levels of survivability requirements. For example, user
network-A (UN-A) may require full restoration while user network-B (UN-B) may require partial
restoration. What is desirable should be negotiated at the time of registration of the user network
domain with ALMoM through a service level agreement (SLA). In such an environment, to ad-
dress for a failure, ALMoM may be required to correlate notification of failures from different
user networks to prioritize what restoration algorithms to activate in the provider network, such
that the user network with the higher priority is restored first, when the bandwidth is limited in the
provider network. We have also developed algorithms for this type of environment [9]; however,
this is outside the scope of the present paper.

Finally, as shown in Figure 1, there can be multiple instances of ALMoM for scalability pur-
poses which do distributed networking among themselves, while outside entities such as the user
network manager and the provider network manager are transparent to the internal view of AL-
MoM. In other words, physically there’s no reason to have one ALMoM component. A good
analogy to this concept is the domain name system (DNS) used on the Internet. While DNS is
used by every host in the Internet, its internal working (between various DNS servers) are trans-
parent to the host.

More details about the framework and a proof-of-concept implementation can be found in [6].
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