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Abstract

Sensor networks are composed of a large number of
low power sensor devices. For secure communication
among sensors, secret keys must be established between
them. The establishment of secret keys after deploy-
ment of sensors requires wireless communication. Be-
cause of the energy constraints, an e cient key estab-
lishment scheme cannot be designed without consider-
ing the power consumption factor in wireless commu-
nication. In order to reduce the communication over-
head, we propose a source routing based pairwise key
establishment protocol for large-scale sensor networks.
We then use a probability model proposed in [1] to ana-
lyze the communication overhead, and security strength
of the scheme.

1 Introduction

Sensor networks are composed of a large number of
low-power sensor devices. Typically, these networks
are installed to collect sensed data from sensors de-
ployed in a large area. Within a network, sensors
communicate among themselves to exchange data and
routing information. Because of \wireless" nature of
communications among sensors, sensor networks are
vulnerable to various active and passive attacks on
communication protocols. This demands secure com-
munication among sensors.

Typically, sensor networks are deployed with large
guantities of sensor devices. According to [2], the num-
ber of sensor nodes deployed in studying a phenom-
enon may be in the order of hundreds or thousands;
depending on the application, the number may reach
millions. Due to inherent storage constraints, it is in-
feasible for a sensor device to store a shared key for
every other sensor in the system. Also, because of
the lack of post-deployment geographic con guration
information of the sensors, keys cannot be selectively
stored in sensor devices. Random Key Predistribution

(RKP) schemes ([3, 4, 5, 6, 7]) have been proposed to
provide exibility for the designers of sensor networks
to tailor network design to the available storage and
the security requirements. After deployment of sen-
sors, each sensor discovers key sharing relations among
all its neighbors. The shared key discovery protocols
has been described in [3] and [4]. Since RKP schemes
have limited number of keys pre-installed in sensors, a
sensor may not share a key with all of its neighbors. In
this case, a Pairwise Key Establishment (PKE) proto-
col is required to set up pairwise keys with all its neigh-
bors. In all recent proposals, during the PKE phase,
the intermediate nodes may not necessarily be located
within the source node's communication range. Thus,
the source may not be able to determine paths to set
up pairwise keys with its neighbors. In other words,
the key setup requests must be ooded instead of us-
ing chosen paths. Consequently, the communication
overhead invoked by the pairwise key requests can be
prohibitively high. Studies in [1] show that the key
path length (number of forwarding hops) for PKE is
longer when the key graph (is de ned in Section 2.1.
connectivity is low. Thus, ooding the key setup re-
guests results in high communication overhead.

Studies in [8] show that the energy consumption due
to communication in sensors is several orders higher
than that due to computation overhead. In order to re-
duce the communication overhead, we propose a source
routing based PKE protocol in which the sensors set
up pairwise keys using only their neighbor nodes. In
other words, each sensor can choose paths to set up
pairwise keys with its neighbors. This design signif-
icantly reduces the communication overhead involved
in the PKE phase. Similar to the recent schemes in
[3, 4, 5, 6, 7], our model is based on networks with
uniformly distributed sensors. We give an analysis
of communication overhead due to the proposed PKE



Figure 1: Key graph example (centered with node 1)

protocol.

The rest of the paper is organized as follows: An
energy-e cient pairwise key establishment protocol is
described in Section 2. A performance analysis ad-
dressing communication overhead, security strength,
and energy consumption for the protocol is given is
Section 3. Section 4 concludes the work and provides
future research directions.

2 An Energy-e cient Pairwise Key Es-

tablish Protocol
2.1 Key Graph
De nition 1 (Key Graph) A key graph main-
tained by nodei is de ned as G; = ( Vi, E;) where, V; =
fjjj is a neighbor ofi andj = ig, Ei = fexjj;k 2 Vi
and k is a neighbor ofj, and j is a neighbor ofk, and
j shares at least one key after the shared key discovery
phase withkg.

In Figure 1, we present an example of key graph,
which is centered by node 1. The dash line represents
the communication range of node 1 and the solid line
represents the shared key relation between nodes.
2.2 Protocol Overview

In [4, 6, 3, 5, 7], the authors assume that there ex-
ists a key discovery protocol (hello protocol) that a
sensor can rely on to discover all its neighbors and the
shared key relations among its neighbors. After us-
ing the key discovery protocol, a node, sayi, knows
(1) all nodes located within its range (setW;), we call
them W-neighbors of i; (2) all its W-neighbors who
share at least one key with it (setQ;), we call them Q-
neighbors ofi; (3) all its W-neighbors who do not share
key with it (set R;j), we call them R-neighbors ofi; and
(4) a key graphderived from W; and Q;. We assume
that all sensors are uniformly deployed in a given two-
dimensional area. After the key discovery phase, each
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Figure 2: lllustration of pairwise key establishment
protocol, whereE is encryption algorithm and Ky, rep-
resents the pairwise key shared by nodes andy.

sensor hasn® W-neighbors and (\° p;) Q-neighbors,

where p; is the probability that two sensors share at

least one key [3]. Initially, f = 121 = p;. The goal of

our proposed PKE protocol is to achievef > ¢ , where

f is greater than a threshold value. This means that,

on an average, a sensor will set up pairwise key with
c% percent of all its W-neighbors, where the value of
¢ depends on type of applications.

Due to physical limitations of sensors, we assume
that the sensors are stateless for all the communica-
tion related to pairwise key setup. A sensor who helps
other sensors to set up pairwise key will not maintain
the state of the connections. Only the source of the
request message maintains a timet and retry thresh-
old T for a subset or all of its R-neighbors. During
the PKE procedure, a sensor sends out the pairwise
key setup requests and waits for responses. If no re-
sponse is received for a request before timdrexpires,
the sensor will resend the request until it reaches the
retry threshold T.

2.3 Pairwise Key Setup Request And Re-
sponse

During the PKE phase, a sensor sends key setup re-
guests asking its Q-neighbors to help establish pairwise
keys with its R-neighbors.

We illustrate the process of our proposed PKE pro-
tocol using the example scenario shown in Figure 1
and we draw the shortest path tree in Figure 2. In
this example, node 1 has 8 neighbors. The links and
nodes represent the shortest path tree that node 1 de-
rives from its key graph The link directions represent
the propagation direction of pairwise key requests and
responses (node 9 does not have o springs in the tree;



thus, it cannot help node 1 to set up pairwise key with
other nodes). The encrypted messages for all trans-
missions are shown on the left side in Figure 2. In the
example, node 3 receives the request from node 1; the
requestff 4;6g;f5;8ggis encrypted under the pairwise
key ki3 used by the pair (1, 3); node 1 requests for set-
ting up pairwise keys with node 4, 5, 6, and 8. Since
every node broadcasts its Q-neighbor list during the
key discovery phase, node 1 knows the exact paths to
reach its R-neighbors. Since other nodes, for example,
node 3, may not maintain the same shortest path tree
as that of node 1, node 1 needs to inform the nodes in
the key paths' in which directions they can forward the
requests. For example, node 1 requests node 3 to set
up pairwise keys with nodes 4 and 5, and then forwards
the pairwise key requestf 6g to node 4 and request 8g
to node 5. To achieve this goal, node 1 simply gen-
erates right nodeid sequence for node 3 to recognize.
In the given example, node 3 recognizes that its Q-
neighbors in the request are 4 and 5; thad 6 follows
4, and hence is sent to node 4 along with the keki4;
the id 8 follows 5, and hence is sent to node 5 with the
key kis. In order to generate right request sequence for
every Q-neighbor, ff 2, 7g 3, ff 4,69f5,8gggg node 1
can simply perform a depth rst search on its shortest
path tree constructed from the key graph After gen-
erating the sequence, node 1 sends/g to node 2 and
ff 4,6gf5,8gg to node 3. Node 3 then forwards the re-
questsf 6g and f 8g to nodes 4 and 5 respectively. After
node 4 and 5 receive the requests, node 4 generates the
responseEy,, fkig0, Ek, f K169 and sends to node 1, 6
respectively; node 5 generates the respondgg,, f kisg,
Ek., f kisg and sends to node 1, 8 respectively. Follow-
ing the same procedure, node 2 helps node 1 and 7 to
set up a pairwise key. Note that for each pair of nodes,
both nodes can initiate the PKE process. For exam-
ple, node 1 and node 7 can both send out requests for
PKE. Since the intermediate node 2 does not maintain
the state of previous requests, node 2 may send node
1 and node 7 two responses each. If a sensor receives
two responses, it just simply xor the received keys to
derive a new pairwise key.

2.4 Message Format

In this section, we present a message format that
involves three preliminary functions: addressing, au-
thenticity, and data con dentiality. The message for-
mat is shown in Figure 3.

The message format is proposed based on the com-

1A key path between node A and B is de ned as a sequence
of nodes A, N1, N2,:::, Nj, B, such that, each pair of nodes
(A;N1), (N1;N2), :::, (N; 1;N;i), (Nj;B) has at least one
shared key after the key discovery phase. The length of the
key path is the number of pairs of nodes in it.

authenticated

ctl | fw | dst | src % S MAC
~———————
control addresses: content: MAC:
bits fixed length variable length fixed length
header:
fixed length

Figure 3: Message format

munication involved in pairwise key setup requests and
responses. Both requests and responses should be in-
cluded in a formatted message. The message includes
a header, content, and messageauthentication code
(MAC). The header and MAC have xed length. To

nd the communication overhead due to the xed part,

of the message, we can multiply the total length of
header and MAC by the number of messages trans-
mitted during the key setup phase. The header con-
tains control bits and at least three address elds:src
speci es the requestor, dst speci es the next hop of
the message, andw speci es the forwarding nodeid.
Note that, when the source initiates the rst request
message, the eldsfw and src should both be set to
the initiator's id. During the entire process of pairwise
key setup, src always remains the same, eldsfw and
dst change in transit on every hop. At each hop, a
node usessrc and the node list within the contents to
identify the pairwise keys src has requested.

We de ne three type of messages. As shown in Fig-
ure 2, the request messagelfype 1): pairwise key setup
request (for example, messages 1> and <2>); re-
sponse messagelype 2): pairwise key setup response,
included the encrypted pairwise key (for example, mes-
sages< 3>, <4>, and < 7>{<12>); responses&request
message Type 3). When the number of forwarding
hops is greater than or equal to 3, intermediate nodes
on the key path send the messages that include both
the response to pairwise key request from previous hop
and the requests forwarded to the next hop (for exam-
ple, messages 5> and <6>).

The message is authenticated using the pairwise key
that has already been set up. To prevent eavesdrop-
ping, src id and contents are encrypted using the pair-
wise key.

3 Performance Analysis

In this section, we present performance analysis
based on the number of messages transmitted during



the PKE procedure, the energy consumption due to the
transmission, and security issues due to the PKE pro-
cedure. Our analysis is based on the following proba-
bilities introduced in [1]: (1) the probability p; (h) that
two sensors can set up pairwise keys with exadt hops;
(2) the probability p,( H) that two sensors can set up
pairwise keys within H hops, whereH is the maximum
number of hops allowed to establish pairwise keys; and
(3) the probability pgn (H) that a sensor can set up
pairwise keys with all its neighbors within H hops.

3.1 Communication Overhead

We assume that all sensors behave correctly and the
communication overhead due to retransmissions and
lost messages is out of scope of this paper. In order to
reduce the communication overhead, a sensor always
prefers the shortest paths (with minimal number of
hops) to set up pairwise keys with its R-neighbors. If
there exists multiple shortest paths to an R-neighbor,
one of them is randomly picked. We usen, to repre-
sent the average number of nodes on hop and n°to
represent the average number of neighbors of a node.
A node on hoph may or may not help to reach nodes
at hop h+ 1. Thus, the average number of nodes that
can be reached with exactlyh hops is given as:

n, = n%, (h) (1)

In the example shown in Figure 2, node 1 sends two
requests, messages 1> and <2> to set up pairwise
keys with nodes 4, 5, 6, 7, and 8. The intermediate
nodes (node 2 and node 3) help to setup the pairwise
keys. For each pairwise key, the intermediate node
will send either two Type 2 messages, or, ondype 2
message and ongype 3 message. Thus, the number of
transmitted keys is twice the number of nodes that can
be reached with 2 or more hops from the source node
1 (10 messages 3>-<12> in the example). We use
Niey to represent the number of transmitted pairwise
keys during the PKE phase invoked by a sensor. Then
we have:

0

X
N key =2 nh (2)
h=2

The number of keys counted by (2) includes the num-
ber of keys sent back to the source and the number
of keys sent to the destination. The key messages sent
back to source are alwayslype 2 messages and the key
messages sent to the destination can be eithefype 2
or Type 3. If the destination node is a leaf node in the
shortest pathtree of the source node, the key message
is Type 2 message; it isType 3 otherwise.

We now compute the average number offype 1 and
Type 3 messages (we jointly call these two types of

Requests

Requests

Requests
N P

\
W,
\

Figure 4: Pairwise key requests

messages agequesty that will be involved in the pair-
wise key setup phase. After the key discovery phase,
the pairwise key setup phase is needed for sensioif the
set of R-neighbors withinh hops ofi is non-empty. The
pairwise key(s) are established with R-neighbor(s) via
Q-neighbor(s). The average number of R-neighbor(s)
that can be reached via exactlyh hops is given in (1).
We use Ny, to represent the number of requests that
are sent to nodes on hoph. We illustrate this using
Figure 4. A requestis sent from a node on hopgh 1to
a node on hoph for setup of pairwise keys with nodes
that can be reached withh+1 or more hops. Whether
or not a node on hoph can serve as an intermediate
node between node on hofh 1 and node(s) on hop
h +1 is a selection problem. A node on hoph is said
to be selected if a node on hogh 1 selects it as the
intermediate node to reach at least one of the nodes on
hop h + 1. If a node on hop h is selected, the node on
hop h 1 sends arequestmessage to it. We now solve
the selection problem as follows: the probability that a
node on hoph is not selected as the intermediate node
to anode on hoph+1is1 1=n, ;the probability thata
node on hoph is not selected as the intermediate node
to any of the nodes on hoph +1is (1 1=n )"h+ ;
the probability that a node on hop h is selected as the
intermediate node to at least one of hodes on hop+1
is1 (1 1=n,)"n+ ;the probability that at lease one
node on hoph is selected as the intermediate node to
nodeson hoph+1is1 (1 1=n)"n"n«; nally, the
probability ( P,) that a node on hoph is selected as the
intermediate node to at least one node on hoph + 1
given that at least one of nodes on hop h is selected is
Ph=(1 (1 1=n)"= )@ (1 1=n,)"n"m« ). Then
we have expected number of request messages on hop
h as:

Nh = Phnh (3)

Thus, the total number of request messages invoked



by a sensor is given as:

w1
Nrequest = Nh
h=1

For 2 h nS the number of W-neighbors of a
sensor that can be reached withinh hops, is given by
n%, ( h). The number of ids transmitted from hop h
is n, less than that transmitted from hop h 1. Thus,
on average, the total number ofids in the request mes-
sages transmitted during the PKE phase for one node
is given as:

K1 |

) x
N Squest = n%, ( H) n, @)
h=1 k=1

where H is the maximum number of hops allowed to
establish pairwise key andH  n°,

The total number of messages transmitted during
the PKE is:

Nmessage = Nkey + N1 (5)

N; is the average number of nodes on hop 1 that help
to set up pairwise keys. It may be noted that N; is
also the number of Type 1 messages sent by a sensor
during the PKE phase. Ny, includes both Type 2 and
Type 3 messages.

On average, the communication overhead €) in-
voked by a sensor during the PKE phase is given as:

C = (number of ids in the requests)  Sig

+( number of keys)  Siey
+( number of headers and MACs)

— id
- Nrequest Sig + Nkey Skey

Sheader &MAC

+N message Sheader &MAC (6)

where Siey is the size of a encrypted pairwise key,
Sheader amac IS the total size of the header and MACs
for each message, an&y is the size of a noddd.

In Figure 5, we compute the communication over-
head invoked by a sensor using (2) and (3). We analyze
four scenarios for a sensor with number of neighbors
(n9 equal to 10, 30, 50, and 70. Usingp, (h), we derive
p1 = p, (1) that allows a node to reach 99.999% of its
neighbors (o ( H)  0:99999). The derived values
of p; for the four scenarios are 0.9973, 0.649, 0.446,
and 0.34, respectively. For small size of neighborhood,
for example,n"®= 10 30, a high percentage of con-
nected neighbors requires largg;. We notice that the
majority of the communication overhead is distributed
within 2 hops when p,( H)  0:99999. When the
percentage of connected neighbors is greater than 50%,

p,(<=3)>=0.99999

-6~ n'=10
-8 n'=30
08 - =50 ||
- n'=70

0.6
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Probability that two
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Figure 5. Sensor network key establishment communi-

cation overhead distribution for p,( 4) 0:99999
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Figure 6: Sensor network key establishment communi-
cation overhead distribution for p,( 8) 055

the majority communication overhead is spread out up
to 8 hops (shown in Figure 6). Thus, with the decreases
in the probability p,( H), the total communication
overhead is distributed on more hops.

3.2 Security Analysis

Many kinds of attacks can be launched on sensor
networks. Speci cally, such attacks can disrupt the
PKE procedure; for example, wormhole attack, sink-
hole attack, selective forwarding, Sybil attacks, and so
on. [9]. In this paper, we do not address how to guard
against these types of attacks during PKE procedure.
In this section, we analyze the security vulnerabilities
due to the PKE procedure. In particular, our focus is
to study the number of keys that can be compromised
during the PKE procedure due to a malicious node in a



Figure 7: Possible locations of source and destination
nodes for a pairwise key established via a malicious
node.

neighborhood and the area in which the compromised
keys will be used by uncompromised nodes. Here, we
assume a malicious node behaves exactly like a normal
node. We compute the number of pairwise keys that
are set up via the malicious node.

In our PKE protocol, a malicious node may be lo-
cated on key pathsbetween nodes. Any pairwise key
set up via this node is considered as a compromised
key. First, we study the area in which the compro-
mised key(s) will be used between two uncompromised
nodes. Let us say that nodeb is malicious. Figure 7
shows the possible area in which the compromised keys
will be used in the system. When the length ofkey path
is less than 3, the compromised key will be used by two
uncompromised nodes both located within the circu-
lar area with radius r and nodeb as the center. When
the length of the key path is greater than or equal to
3, source nodes should be located within the circular
area with radius r and node b as the center (for ex-
ample, nodesa and c); the destination nodes should
be located within the circular area with radius 2r and
node b as the center (for example, nodes, ¢, d, and
e)

From (1), a node can connect ton, number of nodes
with exactly h hops. The probability that the mali-
cious node is one of thér-hop nodes isp, (h). Now, the
probability that an attacker is one of h-hop nodes and
helps to set up pairwise keys isp, (h)(Ny=n,), where
Ny, is derived from (3). On hop h, the average number
of pairwise key rlchuests processed by a malicious node
is (p, ( H)N® k=1 N,)=Nh, where H is the maxi-
mum number of hops allowed to set up pairwise keys
in the system. Thus, we derive the average number of
pairwise keys that an attacker can compromise on hop

45

!
- - n=50, p__ (H)>0.99

a0t --
351 ’
30 .

25¢

Number of compromised keys among uncompromised nodes
~

20 . .
2 3 4 5
Maximum number of hops (H)

Figure 8: The average number of pairwise keys com-
promised by an attacker during the PKE phase (°
50, p,,, (H) > 0:99; H = 2;p; = 0:50LH =3;p;

0:286H =4;p; =0:264 andH =5;p; =0:263.

h as:
P, !

M pr( H)no k=1 nk

p, (h) o N,
= p(H) p(h

Thus, the average number of pairwise keys that a ma-
licious node can help an uncompromised node to set
up is given as:

K1
(H Dp( H) p (k)

k=1

Finally, because each sensor has’ neighbors, we de-
rive the average of total number of compromised pair-
wise keys Nc¢omp) that can be set up via a malicious
node:

" #

K1
Neomp = n° (H  1)p,( H) pCk = ()
k=1

(7) shows the average number of keys that can be
compromised due to one malicious node during the
PKE procedure. Figure 8, shows the average number
of pairwise keys compromised by a malicious node dur-
ing the PKE phase. In this gure, we analyze the sce-
narios with n®=50;p_, (H) > 0:99,and 2 H 5.
The derived values ofp; for H = 2;3;4;5 to satisfy
the probability p_, (H) > 0:99 are 0.501, 0.286, 0.264,
and 0.263, respectively. ForH 4, with increase in
the maximum number of hops, the number of compro-
mised keys increase at relatively slower rate.



4 Conclusion

In this paper, we propose an energy-e cient PKE
protocol to reduce the communication overhead in-
volved in pairwise key establishment for large-scale
sensor networks. Using the proposed PKE protocol,
each sensor selectkey pathsto set up pairwise keys.
We then use the model proposed in [1] to analyze its
communication overhead, and security vulnerabilities.

The modelling of PKE for wireless sensor system is
in its preliminary stage. We aim to propose a multiple
key pathsPKE protocol in our future work.
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